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TERMS AND CONDITIONS FOR VIDANOVA E-BANKING



1. Vidanova Bank N.V. ("the Bank") provides an E-Banking platform ("E-Banking") to any natural or legal person who holds an account with the Bank and has applied for—and been approved to use—E-Banking and/or Mobile Banking (the "Customer" which must be read also as the “Account Holder”). This platform is designed for the Customer’s personal or corporate use in managing and conducting Banking activities electronically. These terms and conditions governs the use of E-Banking and Mobile Banking. Whenever these Terms and Conditions refers to E-Banking, it shall encompass the Bank's Personal and Corporate E- Banking Services, as well as Mobile Banking Services (the ‘Services’), unless stated otherwise . 

2. With E-Banking the Customer is enabled to log on to make use of the following Services:
A. Personal Services (‘Personal Services’)which offers amongst others the following:
· Balance Inquiry on account(s)
· View/download Transaction History
· Payments and Transfers
· Own Accounts Transfer (transfer of funds between your own accounts)
· IntraBank Transfer (transfer of funds to an account within Vidanova Bank)
· Domestic Payments (transfer of funds to a local bank account)
· International Payments (transfer of funds to an international bank account)
· Bill Payments (Pay your bill to a company) 
· Send secure messages to the Bank
· Self-Management
· Change Username
· Change Password
· Change Email
· Manage Accounts
· Manage Beneficiaries
· Online Activity

B. Corporate Services (‘Corporate Services’) which offers amongst others the following:
· All of the under A mentioned Services
· Adding more than one authorized user
· Adding/managing different roles to several authorized users with specific restrictions
· Bulk Payments

C. Mobile Banking:
Mobile Banking offers customers convenient access to their accounts through an application (app) on a mobile device. This service is provided as an additional and supplementary option to the Bank's E-Banking Services. Customer acknowledge that mobile Banking may not be accessible or may have limited functionality with certain network carriers. Additionally, mobile Banking may not be supported on all mobile devices. The Customer agrees not to hold the Bank responsible in the event that mobile Banking does not function properly on their device.

To access the E-Banking Services via Mobile Banking, a portable computing device, such as a smartphone or tablet, is required. This device must be supported by an Android or iOS operating system.

3. By registering for E-Banking, the Customer gains access to its designated accounts through the internet, using their assigned username, password, and additional authentication, (up to and including One Time Passcodes (OTPs) for browser E-Banking use only) (‘E-Signature’) which if correctly entered, allows the Customer access to E-Banking. 

When accessing the Mobile Banking App on a mobile device for the first time, the Customer must register the device. After registration, the username will be saved automatically, allowing the Customer to log in on the registered device using their chosen authentication method. Under the Bank's authentication system, the available methods include 4 ,5 or 6 digit-PIN, OTPs, fingerprint and facial recognition. The Customer can select their preferred authentication method for use on their device after logging in.

The Customer grants the Bank authorization to accept instructions provided by the Customer as outlined above. These instructions will be deemed authentic and unquestionable, and will be treated as if the Customer had submitted them in writing, directing the Bank to process the corresponding transactions or service requests under the E-Banking Services.

4. The Customer can remove any registered device(s) through the Mobile Banking App or through E-Banking. Once deregistered, the Customer can access their accounts via Mobile Banking by using their E-Signature. The Customer also has the option to deactivate Mobile Banking by disenrolling through E-Banking, which will prevent access to E-Banking through the mobile app.

In case the mobile device is lost, stolen, or handed over to a third party, the Customer must promptly disenroll the device via E-Banking or the mobile Banking app using another registered device.

5. Customers using E-Banking can choose to receive alerts for different transactions, such as balance updates, transaction notifications, and security alerts, among others. These alerts will be sent through email, push notifications to registered mobile devices, and secure messages in the E-Banking inbox. It is the Customer's responsibility to keep their email addresses and registered devices up to date. 

Account alerts are intended solely for informational purposes and are not meant to replace other forms of communication regarding Customer accounts at the Bank. The Bank is not liable for any financial loss caused by a delay in receiving an alert. Since the alerts are unsecured, they may be accessible to others if the Customer allows them to view their mobile device. It is the Customer's responsibility to ensure the security of this information.

6. For Corporate (E-Banking) Services, the Customer has the option to add a Master User (a special username for Corporate E-Banking Services) to the account. The Master User has the ability to create, manage, and deactivate End Users (usernames for Corporate E-Banking Services). The Master User defines the account access, transaction limits, and application access for each End User on the account. End Users are created and managed by the Master User, and can perform E-Banking transactions as permitted by the Master User. The Master User is not authorized to perform financial transactions.

7. The Customer acknowledges that it may designate a Master User to manage the online Banking for the Customer’s account. The Customer remains fully responsible for all transactions conducted by the master user and any End Users under the Master User's authority, including but not limited to unauthorized transactions. The Customer is responsible to promptly inform the Bank of any changes to the Master User's access privileges and to update their online Banking accordingly. In the event that the Customer fails to notify the Bank of any such changes, the Customer shall not hold the Bank liable for any transactions or losses resulting from the failure to do so.

8. End Users may be authorized to access and utilize the E-Banking services set up and managed by the Master User, with permission to execute E-Banking transactions as directed and under the oversight of the Master User. However, the Customer remains fully liable for all activities conducted on their account.

9. The Customer is responsible for maintaining the Devices used to access the Services up to date. The Bank shall not be liable for any failure of the Devices, malfunctions of software running on the Devices, or for any third-party software or communication systems through which the Services may be accessed. The Customer undertakes to regularly use anti-virus software and scan his equipment for harmful viruses and programs.

10. The Customer is responsible for any mistakes arising from incorrectly providing or selecting account numbers, amounts, or any other necessary information required for the proper functioning of E-Banking. In the event that the Customer makes payments to incorrect beneficiary accounts or Banks, the responsibility for such payments rests entirely with the Customer, and the Bank cannot reverse these transactions. Any resulting losses will be fully, immediately, and unconditionally borne by the Customer.

11. The Bank is not liable to the Customer if a payment is made to a beneficiary via E-Banking and Mobile Banking and the beneficiary has not updated their account details, nor if the Customer has not updated the beneficiary payment details through E-Banking. E-Banking access will be restricted if the account is inactive, and transactions such as transfers or payments cannot be processed from accounts with insufficient funds.

12. Except to the extent attributable to the Bank or its officers or employees, the Bank is not liable to the Customer for any loss, delay or damage (whether direct or indirect), or inconvenience that result from or are connected to the provision or failure to provide any services under this Terms and Conditions, that the Customer may suffer in connection with the Services and in particular but not by way of limitation as a result of:
a. Any loss, damage or destruction caused to the Customer’s hardware, software or other data processing system as a result of using the Service;
b. Any breach of confidentiality resulting directly or indirectly from the Customer’s use of the Service;
c. Any errors, inaccuracies or omissions in the operation of the Service; any unavailability, delay, breakdown or interruption or improper operation of the operation of the Service;
d. Any matter arising from causes beyond the Bank’s control;

The Bank is also not liable for any loss, damage, or disclosure of information resulting from, including but not limited to, the loss or theft of mobile or any other devices or the transfer of such devices to a third party.

13. The Bank will take reasonable care to ensure that Customer information remains protected from unauthorized access and remains confidential. Any disclosure by the Bank of such information to a third party who needs to know the same to ensure the proper operation of the Service shall not constitute a breach by the Bank of its obligations under this clause.

Where the Customer nominates accounts for which the Service is to be provided and which are not in the Customer’s name, the Customer agrees to procure that such account holders agree to be and remain bound by the Terms and Conditions of Vidanova e-Banking and agree to disclosure being made of the details of their accounts to the Customer. 

Where the Customer nominates accounts to be debited with transfers initiated by means of the Service which are the accounts of a subsidiary or subsidiaries of the Customer or which are not in the Customer’s name, the Customer agrees to procure that such account holders agree to be and remain bound by these Terms and Conditions and agree to disclosure being made of any details of their accounts to the Customer by signing a copy of the Bank’s standard letter for such purposes.

In the event that the Service is made available to such an account holder, the term ‘the Customer’, where used in these Terms and Conditions shall be, where the context so admits, deemed to include such other account holder. 

14. The Customer undertakes to compare balances shown through the Service and will if applicable reconcile regularly and as soon as possible the Status Reports of Transfers made using the Service and any entries on statements made available to the Customer through the Services by the Bank with the Customer’s own financial records and will notify the Bank within 24 hours of any discrepancy. 

15. The Customer agrees that in the event of the Customer obtaining access to any programs data or other information not owned by the Customer, the Customer will treat any such programs data or other information as confidential, will not disclose or make other use of such information and will notify the Bank forthwith. 

16. The Customer agrees to pay regularly and in accordance with the Bank’s current tariffs, which may vary from time to time, for the provision of the Services, the Bank’s fees and charges pursuant these Terms and Conditions. The Bank reserves the right to debit the Customer's account for any E-Banking charges, even if this results in or increases an overdraft. The Customer acknowledges and agrees that any E-Banking fees are separate and additional to any account-level service charges applicable to their accounts. The Customer authorizes the Bank to debit his account for all fees and charges, which authorization will be in force for so long as he wishes to use the Service.

17. The Customer may use the Service to initiate payments within the limits from time to time notified by the Bank to the Customer in respect of the Service. The Customer accepts full responsibility for the correctness of payment instructions and irrevocably authorizes the Bank to act upon any payment instruction received by way of the Service on the assumption that, unless the Bank to the contrary has received actual notice, such instruction is properly authorized. This authorization  shall survive any termination of the Service by the Bank or the Customer in relation to all such instructions received by the Bank prior to the expiry of any period of notice of termination.

18. The Bank reserves the right to refuse to execute any instruction it deems unlawful or contrary to its policies, without incurring any liability under these Terms and Conditions or otherwise. The Bank will notify the Customer of such refusal.

The Customer is liable for all indebtedness and account activity that arises from their use of the E-Signature, including any debt and account activity caused by individuals to whom the Customer has provided access to the E-Signature. The Customer is also liable for any indebtedness or account activity resulting from the unauthorized use of the E-Signature including debt arising from such unauthorized use, if the Customer has made the E-Signature available by keeping its components together or in a way that allows others to access them. This liability continues until the Bank receives written notice of the loss, theft, or unauthorized use of the E-Signature. The Customer is accountable for any indebtedness and account transactions arising from the use of the "Auto Complete" function within any web browser on any computer or electronic device utilized to access E-Banking services. The Bank is not liable for any other losses incurred through E-Banking for which the Customer is responsible, up to and including those resulting from the authorized or unauthorized use of the Customer's E-Signature. 

19. In the event that:
i. the selected password is identical to or closely resembles easily identifiable number combinations, such as but not limited to the Customer’s date of birth, account number(s), or telephone number(s);
ii. the Customer records their password or stores it in an insecure location, making it easily accessible to third parties permitting the Customer's username may be compromised;
iii. the Customer disclose all or part of their E-Signature, resulting in unauthorized use by third parties,
iv. If the Customer accesses E-Banking from any device with the 'Auto Complete' function enabled on the internet platform, or shares any part of the additional authentication details, leading to unauthorized use of their E-Signature,
	the Customer will be deemed to have contributed to the unauthorized use of the E-Signature and will be held fully liable. Notwithstanding any other provisions of this agreement, the Bank's exclusion of liability as set forth herein shall remain unaffected.

20. The Customer may cancel the use of the Service at any time, such cancellation to take effect upon receipt of notice by the Bank and in accordance with the provisions of article 4. The Bank may, at any time and its own discretion, modify, extend, limit, or terminate all or any part of the Services offered to the Customer through E-Banking, without notice in cases of urgency, and with reasonable notice in other cases. The Bank will not be liable for any loss or inconvenience resulting from these actions and/or the termination of services. 

21. In the event of loss, theft, or any unauthorized use of the username, password, or additional authentication credentials, the Customer is required to promptly notify the Bank in writing. Upon receipt of such notification, the Bank will take reasonable measures to mitigate any potential damages to the Customer. The Bank’s obligation shall be considered a duty to exert best efforts, rather than a guarantee of a specific outcome, if applicable. Notwithstanding the receipt of such notice, the Bank shall not be held liable for any loss or damage arising from such events.

The Customer is responsible for maintaining the confidentiality and security of the username, password, and additional authentication credentials, ensuring they are kept separate and inaccessible to any third party. The Customer acknowledges their responsibility to safeguard these credentials and agrees to disable the 'auto-complete' function on any internet browser used on computers or devices registered for E-Banking services.
		
	The Customer is required to take reasonable precautions to ensure that the Devices used are not jailbroken or rooted and are protected against viruses or any other harmful software, collectively referred to as 'viruses', that may cause damage to programs, files, or devices, or allow for the interception of sensitive information, such as the E-Signature, by unauthorized third parties. The Bank shall not be held liable for any indirect or consequential damages arising from such viruses.

22. By accessing the Bank's E-Banking platform via the internet or any registered device, using the appropriate E-Signature for login, the Customer expressly acknowledges and unconditionally agrees to the terms and conditions outlined herein, as well as the General Terms and Conditions of the Bank, including any amendments made by the Bank from time to time. The Bank can change the terms and conditions of this Agreement from time to time by adding, deleting or otherwise editing it in part or in full or can add special or other system operation conditions /requirements. Notice of additional or amended terms and conditions will be given to the Customer either in writing, addresses to the Customer at its last address on the Bank’s records, through e-mail  ,the Bank’s website and/or through the Vidanova E-Banking application.

23. If any provision of this agreement is deemed void, invalid, illegal, or unenforceable for any reason, the remaining provisions will continue to be valid and enforceable.

24. The parties to these Terms and Condition agree that these Terms and Conditions, as well as all related documents, shall be written in English. The Bank has provided a Dutch translation. In case of any discrepancies between the English and Dutch versions of these Terms and Conditions, the English version shall prevail.

25. The General Terms and Conditions of Vidanova Bank N.V. of which the Customer has received a copy and which conditions he has accepted are also applicable to all services done through the Vidanova E-Banking application. In the event of any inconsistency between these Terms and Conditions for Vidanova E-Banking and the General Terms and Conditions of Vidanova Bank N.V. the Terms and Conditions for Vidanova E-Banking will prevail.

26. These terms and conditions will be governed by and construed in accordance with the laws of Curaçao and the Bank and the Customer hereby submit to the jurisdiction of the Courts of Curaçao.
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